"The security of our customer data has the
highest priority. With deskMate it is now pos-
sible to afford our employees access to the
Internet without any loss of security. "

deskMate °

POWERED BY KIVITO .

Cloud WorkSpaces made simple ﬂ

Secure company data - with Kivito deskMate

With premium income of over € 10 billion and over 9,000 employees, our customer is one of the largest primary insur-
ers in Germany. The business includes provision and insurance. These include, first and foremost, private pension, life
and occupational disability insurance, occupational pensions, health insurance, property and casualty insurance, and

investments and financing.

Internet, curse and blessing at the same time:

Internet at work is a matter of course nowadays. Never before was it possible to get necessary information
so quickly. But unfortunately, there is also the dark side. Hackers smuggle web-based malicious software
through manipulated Internet pages into the company network spying on employee and customer data.
Employees install, although prohibited, unsuspecting browser or application add-ons containing viruses or
Trojans.

In spite of antivirus programs, the most meaningful, but very unproductive, solution has been the lack of
Internet access at the workplace, especially for company data requiring special protection.




CHALLENGES

* linternet access at employee work-

places without connection to the com-

pany network.

« Internet data or settings must be se-
curely deleted at regular intervals.

« It should also be possible to restrict
the "Copy & Paste" function on dedi-
cated workstations.

» Access to the Internet for research
purposes should be possible both
from the workstation and from dedi-
cated Internet terminals.

» The administrative effort should be
kept as small as possible

About deskMate:

SOLUTION

» Non-Persistent Desktop Pools are set
up in the protected deskMate data
center.

» Access HTML5 browser from any au-
thorized person of the company.

* Providing dedicated Internet terminals
without their own operating system,
which only access non-persistent
deskMate desktops.

» deskMate Desktop Pools use a differ-
ent network area from the corporate
network.

* “Copy & Paste" area from the corpo-
rate network to the Internet or vice
versa can be dedicated or globally re-
stricted.

deskMate

POWERED BY KIVITO

ADVANTAGES

* Employees can use the Internet with-
out endangering company
or customer data.

* Internet use in the workplace after ap-
proval via administration via any
HTML5 browser without installation
from any terminal possible.

+ deskMate desktops are reinitialized at
regular intervals. Any infestation by vi-
ruses or Trojans is uncritical

» deskmate Internet terminals can also
be used as public Internet terminals in
customer areas.

» Once set up, there is almost no ad-
ministrative burden.

deskMate is a trademark of Kivito GmbH.

deskMate is based on the trueDaasS technology, a cloud generation software developed in Germany of the newest gener-
ation. The technology enables the use of any software - independent of the underlying operating system - on a virtual
desktop. With deskMate, the company also offers desktop-as-a-service (DaaS) "made in Germany" for small and medium-
sized companies. The processing of the data takes place exclusively in German data centers with the highest security
standards.

In 2014, the trueDaaS technology was recognized by the Experton Group as a rising star in the cloud desktop sector. In
September 2016, deskMate was confirmed by Forrester Research as one of the world's leading cloud workspace tech-
nologies.

More information and a free trial at www.deskmate.cloud
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